Seguridad en WordPress

Lo que siempre miro cuando analizo un WordPress y cdmo protegerte de ello



Fernando Castillo

¢ Quien soy?

Experto en ciberseguridad




Durante los ultimos 7 anos

...he analizado cientos

de vulnerabilidades en negocios online
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Qué hay mejor que un ladron para

proteger una caja fuerte




La mentalidad del
hacker



Fernando
Castillo

Ayudo a emprendedores a

Suscribete a la newsletter: proteger sus negocios online

https://casbeep.com
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¢ Es WordPress

seqguro?



Vulnerabilities By Year

Contras

Fuente: cvedetails.com

2004 2
2005 10
M 2006 16
M 2007 40
M 2008 27
2009 12
M 20102
201111
M 2012 24
201319
2014 29
2015 11
M 2016 20
M 2017 43
201817
2019 11

lackerone

WordPress

Beautiful sites of any kind.

https://wordpress.org/ -

@wordpress



wpscan.org wpvulndb.com

@ WPScan ..
WPScan Vulnerability Database

Cataloging 21631 WordPress Core Vulnerabilities, Plugin Vulnerabilities and Theme vulnerabilities.

WPScan
Email Alerts Submit a Vulnerability Try our API

WordPress Security Scanner

Homepage - WPScan.io - Vulnerability Database - WordPress Security Plugin

Build 'passing | AN maintainability



¢ Soy realmente un objetivo?

El 60,8% de CMS son Wordpress

El 34% de sitios web son Wordpress

Si estas en Internet, lo eres



El sentido comun es el menos
comun de todos los sentidos







Version de PHP

/.2 en adelante

Currently Supported Versions

Branch Initial Release Active Support Until Security Support Until
72 30 Nov 2017 2 years, 7 months ago 30 Nov 2019 7 months ago 30 Nov 2020 in 4 months
e 6 Dec 2018 1year, 6 monthsago 6 Dec 2020  in 5 months 6 Dec 2021 in 1year, 5 months

74 28 Nov 2019 7 months ago 28 Nov 2021 in 1year, 4 months 28 Nov 2022 in 2 years, 4 months



¢Hosting compartido o VPS?

root@ubuntu-s-1vcpu-2gb-fral-01:~/software/ip2hosts# ./ip2hosts.sh 185.66.41.67
143comunicacion.com
25talentos.com
abarkatxo.com
adminfincassantiago.com
adnemprendedores.com
adsevilla.es
agabogadoslaboralistas.com
agicg.es

aimur.org
alberto-corsin-jimenez.org
alboraninterpretacion.com
aldebarandetectives.com
aliemusica.com
allsurance.es
almamiabeourdream.net
alvacu.es
antonanzaspeluqueros.com




Certificado SSL

i) i@ bttps:

—_— J

Monthly Transfer 22.42GB /o MB

Email Accounts 43/
Subdomains 19/
Parked Domains 1/

Addon Domains 12/

FTP Accounts 2/c0
AL SQL Databases 47/«
CPU Time Usage ©
I xer 7h 289.22/8000
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Contrasenas




La contrasefna es como tu cepillo de dientes

Cambialo a menudo

No lo compartas con nadie ‘

Casbeep



Requisitos de una contrasena segura

Account Management

New Password N%NXho2E9t%RET@1gZGxINSa 1 @ Hide H Cancel |

Strong



Sistema infalible para acordarte

de tu contrasefia segura

Un dia vi, una vaca sin rabo vestida de uniforme.

Udv,uvsrvdu.

Udv,uvsrvdu.69



Udv,uvsrvdu.69

(V) iBuena contrasefia!

+ Tu contrasefia es resistente al pirateo.

+ Tu contrasefia no aparece en ninguna base de datos de contrasefas
filtradas.

Tu contrasefna puede ser descifrada con un ordenador comun en...

327 siglos

o0

C a S b e e p O] 06 En ese tiempo puedes ir y volver a la Luna 1333 veces.



Expire User Passwords

Require certain users to change their passwords on a regular basis.

Require password reset every ‘ 30 days

For users in these roles Administrator
(v Editor
(v] Author
(v] Contributor
Subscriber

Casbeep

B

Expire User Passwords
Por Miller Media
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Fuerza bruta




wpscan.org

info@cloudshell:~ (silken-elevator-282016)% docker run -it wpscanteam/wpscan

/ 7/ NS [

N AN 2/ )

NoOXLNZ £ N TN i N 1
VATV wpscan.io
\VARR VAR I | HNEC NG ] °
WordPress Security Scanner by the WPScan Team
Version 3.8.2
Sponsored by Automattic - https://automattic.com/
@ WPScan_, @ethicalhack3r, @erwan_1r, @firefart cC O

& dashboard.wpscan.io/user/results/11140

Target URL
o http://hackme.casbeep.com

Started at
o July 02, 2020 18:38

Finished at
o July 02, 2020 18:38

docker run -it --rm wpscanteam/wpscan --url
http://hackme.casbeep.com/

Scan duration
o less than 5 seconds

Scan profile
o Free

Status
@ No vulnerabilities identified



SGCL'StS diccionarios de usuarios y claves

C {) & github.com/danielmiessler/SecLists &
f® Discovery
README.md
I Fuzzing
. >
=  SecLists
S— E PENTESTER'S COMPANION [m Miscellaneous
; fm Passwords
About SecLists

SecLists is the security tester's companion. It's a collection of multiple types of lists used during security assessments, B Pattemn-Matching

collected in one place. List types include usernames, passwords, URLSs, sensitive data patterns, fuzzing payloads, M Payloads
web shells, and many more. The goal is to enable a security tester to pull this repository onto a new testing box and

have access to every type of list that may be needed. B Usernames

This project is maintained by Daniel Miessler, Jason Haddix, and gOtmilk. =
8 Web-Shells



SeclLists Usuarios

¥ Branch: master ~ SecLists / Usernames / Names / malenames-usa-top1000.txt

Honeypot-Captures
G gOtmilk Started sorting "Miscellaneous/" & "Fuzzing/"

xato-net-10-million-usernames-dup.txt

]
B Names
Ax 1 contributor
[ CommonAdminBase64.txt
1000 lines (1000 sloc) 6.52 KB D README md
JAMES
AN [ cirt-default-usernames.txt
ROBERT
MICHAEL )
WILLIAM [ mssgl-usernames-nanshOu-guardicore. txt
DAVID
REGHARD [ top-usernames-shortlist.txt
CHARLES
JOSEPH D

xato-net-10-million-usernames. txt




10-million-password-list-top-500.txt

SeclLists claves

¥ Branch: master ~ SeclLists / Passwords / Leaked-Databases /

100k-most-used-passwords-NCSC.txt

10k-most-common.txt

k_ kazkansouh committed 667c329 on 27 May

L 00O

500-worst-passwords.txt

[ ooowebhost.txt strip trailing white ‘ govolution Create tomcat-betterdefaultpasslist.txt ...
[ Ashley-Madison.txt strip trailing white
A 1 contributor
M Lizard-Squad.txt strip trailing white
[ adobel00.txt Renamed folders
79 lines (79 sloc) 1.1 KB
[ alleged-gmail-passwords.txt Close #291 - Fix R
[ bible-withcount.txt Renamed folders admin:admanager
admin:admin
Y bible.txt Renamed folders admin:admin
ADMIN:ADMIN
[ carders.cc.txt Close #291 - Fix admin:adrolel
' ' admin:adroot
[ elitehacker-withcount.txt Renamed folders :
admin:ads3cret
Y elitehacker.txt Renamed folders admin:adtomcat

admin:advagrant
admin:password
admin:passwordl
admin:Passwordl
admin:tomcat



Atacando al usuario admin

git clone

wget

docker run -it --rm -v /home/info/:/files wpscanteam/wpscan --url
http://hackme.casbeep.com/ -U admin --passwords /files/best15.txt


https://github.com/danielmiessler/SecLists.git
https://raw.githubusercontent.com/danielmiessler/SecLists/master/Passwords/Common-Credentials/best15.txt
https://raw.githubusercontent.com/danielmiessler/SecLists/master/Passwords/Common-Credentials/best15.txt

Protegiéndonos de la fuerza bruta

iThemes Security
Por iThemes

Detalles Valoraciones Instalacior

Local Brute Force Protection

Protect your site against attackers that try to randomly guess login
details to your site.

Configure Settings H Disable ’

Multiple Authentication WordPress' XML-RPC feature allows hundreds of username and
Attempts per XML-RPC password guesses per request. Use the recommended "Block" setting
Request below to prevent attackers from exploiting this feature.

Block (recommended) v

« Block - Blocks XML-RPC requests that contain multiple login
attempts. This setting is highly recommended.

« Allow - Allows XML-RPC requests that contain multiple login
attempts. Only use this setting if a service requires it.



Protegiéndonos de la fuerza bruta

Performing password attack on Xmlrpc against 1 user/s
Error: Unknown response received Code: 403
Body:

Error: Unknown response received Code: 403
Body: <?xml version="1.0" encoding="UTF-8"7?7>
<methodResponse>
<fault>
<value>
<struct>
<member>
<name>faultCode</name>

<value><int>500</int></value>
</member>

<member=>
<name>faultString</name>
<value><string>&lt; !DOCTYPE htmlé&gt;
&lt;htmlé&gt,;
&1t ;headé&qgt;
&lt;meta http-equiv=&quot;Content-Type&quot; content=
&1t ;meta name=&quot;viewporté&quot; content=&quot;widt
&1t; link href=&quot;http://hackme.casbeep.com/wp-cont
&lt;meta name='robots' content='noindex, follow' /&gt;
&1t; title&gt;Forbidden&lt;/title&qgt;




Panel de login al publico

Hide Backend

Hide the login page by changing its name and preventing access to
wp-login.php and wp-admin.

Configure Settings

Username or Email Address

Password

(O

() Remember Me

Lost your password?

< Back to WordPress on Google Compute
Engine



Enumerando usuarios

Unknown username. Check again or try your
email address.

Username or Email Address

Password

| d

(C) Remember Me

Please enter your username or email address.
You will receive an email message with
instructions on how to reset your password.

Error: There is no account with that username or
email address.

Username or Email Address

notfound ]

Get New Password




Enumerando usuarios

& o5 C ) @ Noessequro | hackme.casbeep.com/wp-json/wp/v2/users

[{"id":1, "name" : "ERLBRY" , "url”: "http:\/\/35.227.43.168","description":"","link":"http:\/\/I
s=24&d=mm&r=g", "48" :"http:\/\/0.gravatar.com\/avatar\/9c37f524354dc08175a98861ble37eb6c?s=:
[{"href":"http:\/\/hackme.casbeep.com\/wp-json\/wp\/v2\/users\/1"}],"collection”:[{"href"

REST API The WordPress REST API is part of WordPress and provides developers
with new ways to manage WordPress. By default, it could give public

{*code™:"it Sec reSt_api_aCCGSS_re-‘:t rict access to information that you believe is private on your site. For more
ed","message":"You do not have details, see our post about the WordPress REST APIherel
sufficient permission to access this
endpoint. Access to REST API requests Restricted Access (recommended) v
is restricted by iThemes Security : :
settings.","data":{"status":401}} » Restricted Access - Restrict access to most REST API data. This

means that most requests will require a logged in user or a user with
specific privileges, blocking public requests for potentially-private
data. We recommend selecting this option.

« Default Access - Access to REST API data is left as default.
Information including published posts, user details, and media library
entries is available for public access.



Segundo factor de autenticacion (2FA)

Método para confirmar que el usuario es
quien dice ser combinando dos secretos
distintos.



Segundo factor de autenticacion (2FA)
' Two-Factor

Detalles

Add New

Your Profile

Expire User Passwords

Por Plugin Contributors

Valoraciones Soporte

Two-Factor Options

Enabled

Primary

Name

Email
Authentication codes will be sent to info@casbeep.com.

Time Based One-Time Password (Google Authenticator)
Please scan the QR code or manually enter the key, then ent:



Segundo factor de autenticacion (2FA)

Your login confirmation code for WordPress

A verification code has been sent to the email WordPress on Google Compl’te Engine <info@casbeep.com>

address associated with your account. parami «
Verification Code: .
“ Enter 95287654 to log in.

‘ Resend Code

¢ Back to WordPress on Google Compute
Engine



05

Versiones

y actualizaciones




Version del core

Priceless, and also free

Download WordPress and use it on your site.

¥ Download WordPress 5.4.2

Download .tar.gz

WordPress
Name Vulnerabilities
& WordPress We are not aware of any vulnerabilities affecting this version.

Version 5.4.2



Ultimas actualizaciones

Security Category Archive

« Back to blog

June 10, 2020

April 29, 2020
December 13, 2019
November 19, 2019
October 14, 2019
September 5, 2019
March 12, 2019
December 13, 2018
July 5, 2018

April 3,2018

WordPress 5.4.2 Security and Maintenance Release
WordPress 5.4.1

WordPress 5.3.1 Security and Maintenance Release
WordPress 5.2.4 Update

WordPress 5.2.4 Security Release

WordPress 5.2.3 Security and Maintenance Release
WordPress 5.1.1 Security and Maintenance Release
WordPress 5.0.1 Security Release

WordPress 4.9.7 Security and Maintenance Release

WordPress 4.9.5 Security and Maintenance Release

Casbeep

Security Updates

WordPress versions 5.4 and earlier are affected by the following bugs, which are
[IRCLRIRE S R WM f you haven't yet updated to 5.4, there are also updated
ersions of 5.3 and earlier that fix the security issues}

B

= Props to Sam Thomas (jazzy2fives) for finding an XSS issue where authenticated
users with low privileges are able to add JavaScript to posts in the block editor.

= Props to Luigi - (gubello.me) for discovering an XSS issue where authenticated
users with upload permissions are able to add JavaScript to media files.

= Props to Ben Bidner of the WordPress Security Team for finding an open redirect
issue in wp_validate_redirect().

= Props to Nrimo Ing Pandum for finding an authenticated XSS issue via theme
uploads.

= Props to Simon Scannell of RIPS Technologies for finding an issue where set-
screen-option can be misused by plugins leading to privilege escalation.

= Props to Carolina Nymark for discovering an issue where comments from
password-protected posts and pages could be displayed under certain conditions.



Ramas con soporte

V . 4 8 1 4 @ codex.wordpress.org/Supported Versions B W
erSIOn aaads WordPress, as downloaded from hiips://wordpress.org/download/ and only from hitps://wordpress. org/download/.

On June 10, 2020, WordPress 4.8.14 was released to the The only current officially supported version is WordPress 5.3. Previous major releases before this may or may not get security
updates as serious exploits are discovered.

public.

Beta versions, nightly builds, and Subversion check outs
ARE NOT SUPPORTED
on the WordPress support forums or on the WordPress Codex.

If you are unable or unwilling to file bug reports, and help fix problems, please do not use anything other than the officially released

versions.

Some folks in the WordPress IRC channel or Slack might be familiar with unreleased versions, but it'll be hit-or-miss, and no

guarantee of support is provided.

Support Policy

WordPress will be backported security updates when possible, but there are no guarantee and no timeframe for older releases. There
are no fixed period of support nor Long Term Support (LTS) version such as Ubuntu's. None of these are safe to use, except the latest

series, which is actively maintained.

For the list of WordPress Versions, refer \WordPress




Actualizaciones automaticas

valor por defecto minor

define( 'WP_AUTO_UPDATE_CORE', true );

WP_AUTO UPDATE CORE can be defined with one of three values, each producing a
different behavior:

» Value of true - Development, minor, and major updates are all enabled

» Value of false - Development, minor, and major updates are all disabled

* Value of 'minor' - Minor updates are enabled, development, and major updates
are disabled



Versiones de plugins y temas

(] Plugin Descripcion
() Akismet Anti-Spam Used by millions, Akismet is quite possibly the best way in the world to protec
Activar Borrar to set up your API key.

Version 4.1.5 | Por Automattic | Ver detalles

+.% Hay disponible una nueva version de Akismet Anti-Spam. Revisa los detalles de |a version 4.1.6 o actualizalo ahora.

Descripcion  Instalacion = Registro de cambios =~ Valoraciones

WP Rollback

A Por Impress.org 4.1.6
Fecha de lanzamiento - 4 de junio de 2020
Detalles il « Desactiva el boton «Comprobar el spam» hasta que se cargue la

pagina para evitar errores al hacer clic para volver a comprobar
directamente la variable de la cola.

« Anade el filtro "akismet_enable_mshots" para permitir desactivar
las ventanas emergentes de captura de pantalla en la pagina de
administracion de edicion de comentarios.



Esconder la version

& -5 C {0 @ Noesseguro | view-source:hackme.casbeep.com

u| <![endif]-->

= <script src="http://hackme.casbeep.com/wp-includes/js/jquery/jquery.js?ver=1.12.4-wp'></script>
e <script src="http://hackme.casbeep.com/wp-includes/js/jquery/jquery-migrate.min.js?ver=1.4.1"></!
7 <link rel="https://api.w.org/' href='http://hackme.casbeep.com/wp-json/' />

az| <link rel="EditURI" type="application/rsd+xml" title="RSD" href="http://hackme.casbeep.com/xmlrp:
15| <link rel="wlwmanifest" type=" appllcat1on/w1wman1fest+xm1 href="http://hackme.casbeep.com/wp-ini
2| <meta name="generator" content="WordPress 5.4.2" />
51 <style>.recentcomments a{display:inline !important;padding:0@ !important;margin:® !important;}</s

i <body class="home blog wp-embed-responsive hfeed has-header-image has-sidebar colors-light">
s4| <div id="page" class="site">



Esconder la version

Meta Generator and Version Info
Remover

This plugin will remove the version info
appended to enqueued style and script
urls along with Meta Generator in the
head section and in RSS feeds.

Pankaj Kumar Mondal

10.000+ instalaciones activas Probado con 5.4.2

- C 1Y @ Noessequro | view-source:hackme.casbeep.com B
- {
</style>
<link rel='stylesheet' id='wp-blo ?ver4 13/13 ~ovoX
includes/css/dist/block-library/style. s i weuia— auv

—
<link rel='stylesheet' id='wp-block-library-theme-css' href='http://hackme.casbeep.com/wp-
includes/css/dist/block-library/theme.min.css?ver=5.4.2"' media='all' />

<link rel='stylesheet' id='twentyseventeen-fonts-css' href='https://fonts.googleapis.com/css?
family=Libre+Franklin%3A300%2C3001%2C400%2C400i%2C600%2C6001%2C800%2C8001&#038; subset=1atin%2(
ext&#038;display=fallback' media='all' />

<link rel='stylesheet' id='twentyseventeen-style-css' href='http://hackme.casbeep.com/wp-
content/themes/twentyseventeen/style.css?ver=20190507' media='all' />

<link rel='stylesheet' id='twentyseventeen-block-style-css' href="'http://hackme.casbeep.com/v
content/themes/twentyseventeen/assets/css/blocks.css?ver=20190105' media='all' /=

<!--[if 1t IE 9]>

<link rel='stylesheet' id='twentyseventeen-ie8-css' href="http://hackme.casbeep.com/wp-
content/themes/twentyseventeen/assets/css/ie8.css?ver=20161202"' media='all' />

<![endif]-->

<!--[if 1t IE 9]>

<script src="http://hackme.casbeep.com/wp-content/themes/twentyseventeen/assets/js/html5.js?ve
</script>

<![endif]-->

<script src="http://hackme.casbeep.com/wp-includes/js/jquery/jquery.js?ver=1.12.4-wp'></script
<script src="http://hackme.casbeep.com/wp-includes/js/jquery/jquery-migrate.min.js?ver=1.4.1":
<link rel="https://api.w.ora/' href='http://hackme.casbeep.com/wp-ison/' />




Esconder la version

- C ® Noesseguro | view-source:hackme.casbeep.com/wp-admin/install.php

<html xmlns="http://www.w3.0rg/1999/xhtml" lang="es">
<head>

<meta name="viewport" content="width=device-width" />

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<meta name="robots" content="noindex,nofollow" />

<title>Instalacién de WordPress</title>

<link rel='stylesheet' id='dashicons-css' href="http://hackme.casbeep.com/wp-includes/css/dashicons.min.css?ver=5.4.2"
<link rel='stylesheet' id='buttons-css' href="http://hackme.casbeep.com/wp-includes/css/buttons.min.css?ver=5.4.2"' type="ti

| <link rel='stylesheet' id='forms-css' href='http://hackme.casbeep.com/wp-admin/css/forms.min.css?ver=5.4.2"' type='text/css

<link rel='stylesheet' id='11@n-css' href='http://hackme.casbeep.com/wp-admin/css/110n.min.css?ver=5.4.2"' type='text/css' |
<link rel='stylesheet' id='install-css' href="http://hackme.casbeep.com/wp-admin/css/install.min.css?ver=5.4.2"' type='text
</head>

<body class="wp-core-ui">

<p id="logo"><a href="https://es.wordpress.org/">WordPress</a></p>

<hl>Ya estd instalado</hl><p>Parece que ya has instalado WordPress. Para volver a instalarlo, por favor, primero vacia
class="button button-large">Acceder</a></p></body></html>



Esconder la version

& - C Y @ Noesseguro| hackme.casbeep.com/wp-content/plugins/pluginnoexistente/ g @ Incégnito

W
-
~

»n v

WORDPRESS ON GOOGLE €QMPUTE

E N G I N E 4 404 Detection

Justanother WordPress site Automatically block users snooping around

Learn More m

OOPS! THAT PAGE CAN'T BE It looks like nothing was found at this location. Maybe try a
FOUND. search?

Search ... n



Esconder la version

&€ > C ) ® Noesseguro| hackme.casbeep.com/wp-content/plugins/better-wp-security/readme.txt

=== iThemes Security (formerly Better WP Security) ===

Contributors: ithemes, chrisjean, mattdanner, timothyblynjacobs

Tags: security, security plugin, malware, hack, secure, block, SSL, admin, htaccess, lockdown
password, brute force, ban, permissions, bots, user agents, xml rpc, security log

Requires at least: 5.2

Tested up to: 5.4

Requ s PHP: 5.6

Lice : GPLv2 or later

License URI: http://www.gnu.org/licenses/gpl-2.0.html

== License ==
Released under the terms of the GNU General Public License.

& 5 C )} ® Noesseguro| hackme.casbeep.com/wp-includes/jsfiquery/jqueryjsive... BE ¥r

BTSN ER M| (c) jQuery Foundation | jquery.org/license | WordPress 2019-05-16 */
!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.d:
b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a documei
b(a)}:b(a)}("undefined"!=typeof window?window:this, function(a,b){var c=
[]1,d=a.document,e=c.slice, f=c.concat,q=c.push,h=c.index0f,i={}, j=i.toString, k=1i.hasOwnProp:
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Copias de seguridad

Duplicator - WordPress

Database Backups : g :
Migration Plugin

Create backups of your site's database. The backups can be created

manually and on a schedule. WordPress migration and backups are

much easier with Duplicator! Clone,

Configure Settings H Disable ’ DUDIICBtOf backup;mave énd transfer-an:entire sie
from one location to another.

By Snap Creek



Webshells

& C {} © Noesseguro | hackme.casbeep.com/myShell.php?

Linux wordpress-1-vm 4.9.0-12-amd64 #1 SMP Debian 4.9.210-1+deb%ul (2020-06-07) xB86_64

b31 A\( Apache

server ip : 35.227.43.168 | your ip : 149.91.98.198 | Time @ Server : 68 Jul 2620 16:11:53

www-data > - shell command -




Webshells

“myShell.php” has failed to upload.
Sorry, this file type is not permitted for security reasons.

A Posts

07 Media

Pages

® comments

XY Appearance

Widgets
Menus
Header

Theme Editor

Twenty Seventeen: 404 Template (404.php)

Selected File content:

1
2

OO~V s W

<?php
JH
* The template for displaying 404 pages (not found)

* @link https://codex.wordpress.org/Creating _an_Error_ 404 Page

* @package WordPress
asubpackage Twenty Seventeen
asince Twenty Seventeen 1.0
¥ @version 1.0

o7

get_header(); 7>

<div class="wrap">

' A - 1



Proteccion contra webshells

File Editor (¥] Disable File Editor

Disables the file editor for plugins and themes requiring users to have
access to the file system to modify files. Once activated you will need to
manually edit theme and other files using a tool other than WordPress.

File Change Detection

Monitor the site for unexpected file changes.




Usuarios

Membership

User Switching

Instant switching between user accounts
in WordPress.

By John Blackbourn & contributors

(] Anyone can register

Dashboarc

Mome
ALa Gance
Updates

b o ——
{DENIED.,
B Poges

¥ Comments Actanty

-

Publishing Scor
» rppearance

Remove Dashboard Access

Allows you to disable Dashboard access
for users of a specific role or capability.
Disallowed users are redirected to a
chosen URL.

By Drew Jaynes (DrewAPicture)



Revisar plugins y temas

All (8) | Active (4) | Inactive (4) | Recently Active (2) | Update Available (1) | Must-Use (1)

Bulk Actions v H Apply ’




Herramientas de desinfeccion

Cerber Security, Anti-spam

& Malware Scan
Se encontro codigo sospechoso

Protection against hacker attacks and

bots. Malware scanner & integrity Se ha encontrado una instruccién de cédigo sospechosa
checker. User activity log. Antispam

reCAPTCHA. Limit login attempts. Line 7: eval

By Cerber Tech Inc.

May be used to execute malicious code on the web server. Pairing with base64_decode function indicates malicious code.

Se han encontrado firmas de codigo sospechosas
Line 7: $r9f35db4(

A variable function call. Usually is used to hinder malware detection. (VARF)



FIN

Suscribete a la newsletter:

https://casbeep.com




